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	CHECKLIST
chain PROJECT RISKS


chain project risk checklist
This checklist lists chain project risks. Use the chain project risk checklist when compiling the IETP and SETP. Refer to chapters 4 and 5 for more information.
	Chain project risk
	Description
	Consequences
	Possible countermeasures

	Knowledge & knowledge accessibility

	Inadequate impact analysis.
	The impact of changes in the chain is unknown due to inadequate knowledge of the chain.
	· The quality of the end-to-end test is reduced.
· The lead time of the end-to-end test increases.
· High risks when going live.
	1. Incorporating slack in planning.
2. Performing additional impact analysis.
3. Formalising impact and accepting it in person (by name).
4. Taking account of a greater number of retests in the end-to-end test scenario.

	The parties are unclear about the implemented changes.
	The risks that occur due to implemented changes are not sufficiently clear due to the parties’ uncertainty as to the nature of the change. 
It is also possible that not all relevant parties are aware of a change.
	· Conflict situations that lead to project stagnation.
· Unexpected system behaviour, rework, etc.
· More errors, including design faults, that cause the project to exceed its lead time.
	1. Setting up an RfC procedure and asking all parties to accept it.
2. The Chain Director and/or E2E Test Director must approve each change and are permanent members of the CAB and CCB. 

	No chain defect owner because the defect is the result of an incomplete integral design.
	If the design is incomplete, the suppliers may have complied with their obligations from a formal perspective and yet deliver non-functional software. 
	· Defects cannot be solved.
· Defects cannot be allocated.
· Defects relating to the problem do not have an owner.
	1. Starting up the end-to-end test project in the design phases of sub-systems.
2. Conducting a separate chain chance of failure analysis for each sub-system/supplier.
3. Authorising the Chain Director to force decisions on costs and modifications.

	Knowledge not accessible (not on paper, sometimes in people’s minds). Knowledge is not shared because the project is perceived as a threat to people’s own work. Knowledge is not shared because the chain partners are perceived as outsiders. The information is confidential.
	Less quality, longer lead times, higher risk of chain faults and an even more complex end situation due to lack of knowledge.
Dependencies cannot be determined; other projects are at risk as well.
The building and testing effort grow with each release.
	· Increasingly slow time to market.
· No safeguarding of testware. All test knowledge must be acquired again and again.
· Repeatability, traceability and reusability cannot be realised. The costs of testing remain high.
· The lack of a test basis results in longer preparation phase.
· Inadequate test quality represents a risk to the project result.
· Testing is limited to the systems; the total process (the chain) is not tested because the knowledge is not shared.
	1. Setting up chain directorship with an adequate mandate to control the parties and ensure their collaboration.
2. Setting up multidisciplinary teams (business and IT) with chain-wide membership.
3. Good documentation and ensuring that all testware is traceable.
4. Unless ample budget is available, accepting the lesser quality of the test basis (not investing too much time and money in the test basis). Improving the quality of the end-to-end test cases. Focusing the test effort on IT products and business processes.
5. More intensive ST/FAT testing on the systems of chain partners. Greater depth of testing for interface evaluation and testing (part of the SIT).

	Due to a lack of knowledge of the systems in the chain and the IT process for which the systems are deployed, test results are interpreted incorrectly, deleted (or not saved) or mutated by third parties (or other processes) in such a way that the results cannot be used. 
	Unfamiliarity with the operation of the system may lead to loss of the prepared test data or results. Data is lost because its status changes after a certain time and it is then deleted by an automatic process.
Test results get lost in large chains or systems containing large quantities of data (DWH).
It is difficult to reserve long chains exclusively for an end-to-end test and there is a risk of data loss.
	· Loss of test results.
· Lots of retesting.
· Delays in the end-to-end test project.
· Incorrect interpretation leads to a loss of quality and increased risks when going live.
· A defect incorrectly interpreted as a fault leads to unnecessary rework and retesting.
	1. Incorporating procedures for saving test results in the end-to-end test scenario.
2. Selecting end points in a chain in such a way as to ensure a stable environment for the end-to-end test environment, preferably exclusively accessible (even if temporarily).
3. Including data relating to storage, naming, delivery times and methods in the administration section of the infrastructure design document and end-to-end test scenario.

	Many systems in the chain are being modified simultaneously. The process and system knowledge is inadequate (or inadequately available) to maintain an overview of all changes and their interrelationships. 
	Projects have too little knowledge of the systems that are impacted in order to estimate the impact of their change.

	· The IT process does not support the business process as specified.
· Systems are interfaced even though the architecture is not suitable. 

· Incorrect information or information is deployed incorrectly in the process.
· Objects and functions are reused without considering maintenance, resulting in unnecessary complexity and much more expensive maintenance in the future. 
· Project delays.
· Higher test costs.
	1. The Chain Director must set up a chain consultation.
2. Testing the interfaces more intensively.
3. More intensive end-to-end testing, including more variants of the products in the end-to-end test.
4. Investigating which systems and components (and functions and code, if necessary) are changed by multiple projects.
5. Rearranging the release schedule.
6. Adapting the project scope.
7. Deploying additional resources to relieve the knowledge repositories from their daily tasks and deploy them to the projects.

	The complexity of testing is underestimated.
	The project planners are not sufficiently aware of the complexity of the chain because they do not have good access to relevant knowledge.
	· Project delays.
· Higher costs.
· Domino effect of errors in impacted chains.
· Delays in the end-to-end test.
· The quality of the end-to-end test is reduced.
· Higher risks when going live.
· Owners of impacted processes become frustrated.
	1. Making a greater effort to improve the quality of the test basis.
2. Setting up a chain consultation with the chain partners and knowledge repositories of the impacted processes.
3. Additional review cycles for the test basis.
4. Ensuring a multidisciplinary end-to-end test team.
5. Including knowledge repositories in the end-to-end test team.
6. Improving awareness of end-to-end testing through good communication with the chain partners.
7. More intensive end-to-end testing (more products, more variants, more end-to-end test cases, allowing scope expansion).
8. Keeping a rework team on standby when going live.

	The documentation of the interfaces is obsolete/not available.
	The quality of the test basis is inadequate. Possible faults in the chain design and end-to-end test specifications are detected (too) late.
	· Risk of design faults.
· Risk of faults in the test specifications.
· Project delays.
· High rework costs.
· Many retesting cycles.
	1. Setting up configuration management.
2. More intensive interface evaluation and testing.
3. Matching the business process and IT chain as early as the Preparation and Specification phases by completing the end-to-end test case matrix.

	Organisation & Management

	Changing interests: everyone starts out with enthusiasm but develops other priorities over time.
	Translating a shared chain awareness to concrete actions and measures is knowledge-intensive and requires a lot of effort. After some time, “chain fatigue” may occur and other activities, under time pressure, become priorities.
	· Loss of support.
· Negative communication.
· Dependencies that are not handled.
· Delays.
· Delays in the planning.
· Delays in sub-planning.
	1. Making stakeholders the concrete owners of certain risks/problems.
2. Organising social events.
3. Consulting with authority figures.
4. Setting up a communication plan.
5. Bringing the knowledge process and team together.
6. Ensuring multidisciplinary team membership.
7. Setting up chain consultations.
8. Setting up a communication plan.
9. Kickoff with members of the management board or supporters.
10. Claiming sub-planning and capacity.
11. Setting up expectation management correctly.
12. Informing stakeholders on a regular basis.
13. Time notifications in initial and changed planning.

	Little willingness to share knowledge.
	End-to-end testing requires that fragmented knowledge is bundled. The willingness to share the required knowledge may be too limited (or even impossible) for several reasons.
	· The quality of the end-to-end test is reduced.
· The lead time of the end-to-end test increases.
· Faults in the interfaces and links between systems.
· Resistance makes finding the information a drawn-out process, leading to delays.
· Reduction of proactivity.
· The problem-solving capacity of the team is reduced.
	1. Resource planning and making a list of knowledge to be contributed for the roles.
2. Motivation incentives and penalties.
3. Kickoff with members of the management board or supporters.

	Large number of chain partners in a drawn-out process. The commitment of the parties to the chain project’s success is limited.
	A lack of commitment on the chain partners’ part results in difficult communication, little or no knowledge sharing and proactiveness in the project.
	· Longer lead times.
· The end result (delivery reliability) of the project is uncertain.
· Increased risk of project delays and high costs.
	1. Stakeholder analysis.
2. Stakeholder interviews.
3. Agreements with the various parties.
4. Signing/adapting SLAs with the external parties in relation to cooperation with the end-to-end test.

	Bundling information streams leads to a reduction of the autonomy of applications and the administrators and users.
	Bundling information streams leads to a reduction of the autonomy of applications and the administrators and users. If the end-to-end test is the first exponent they have to deal with, it is a challenge for the E2E Test Director.
	· The chain aspects receive low priority (often a different owner than their ‘own’ system).
· Designs are not aligned and approved, so they often contain faults.
· The knowledge and skills of the designers, administrators and users becomes inadequate.
· Little willingness to collaborate.
	1. Involving higher echelons in the consultations.
2. Specifying chain owners and involving them in the end-to-end test.
3. Requesting a (more extensive) mandate for cross-departmental aspects.
4. Appointing an independent party with sufficient mandate to manage the parties.
5. Having key contacts (single points of contact) appointed for each department/organisation.

	Inadequate support at the start and difficulties getting through to everyone. 
	Inadequate support at the start and difficulties getting through to everyone. 
	· Inadequate (formal) support.
· Inadequate insight into what is going on.
· Making choices on the basis of assumptions.
· It is impossible to compile an end-to-end test plan (strategy, budget, planning).
	1. Initiating broadly based communication at an early stage (prevention).
2. Executing a chain risk analysis and allocating risk owners.
3. Stakeholder analysis.
4. Creating an ACI.
5. Appointing a Chain Director.
6. Escalating to the E2E Test Director.
7. Organising a kickoff with a member of the MB or supporter (possibly during the chain risk analysis).

	Inadequate centralised communication.
	The large number of stakeholders means a centralised point in the communication regarding risks, issues and exceptions is required. There must be horizontal communication between subject matter experts and other experts; things must be clear at the centre.
	· Low commitment from parties.
· Unrest in the organisation.
· Stagnation of the end-to-end test project.
· Preparations stagnate.
	1. Appointing an SPOC for the end-to-end test.
2. Creating a communication plan and aligning it with all parties involved.

	Chain risks are not being acknowledged. The chain is given low priority.
	Inadequate insight into the chain risks. The understanding of the chain risks is not being shared.
	· Low quality of the end-to-end test; no testing for chain risks occurs.
	1. Sending out chain information cards with the chain chances of failure and chain damage checklists.
2. Realising commitment to executing a chain risk analysis.
3. Gaining insight into the chain chances of failure and damage risks through awareness sessions.
4. Determining an end-to-end test strategy, possibly with the conclusion 'no risk, no test'.

	There is no operational owner of the entire chain.
	The chain is not managed in its entirety and no single party bears responsibility for failure of the chain.
	· No one feels the duty to repair faults.
· Fault repairs are influenced by parties with little or no subject matter expertise.
· There is no management across parties, making the chain uncontrollable and making it impossible to take measures to safeguard chain quality.
	1. Allocating the chains to an owner/administrator in advance.
2. Setting up problem management in consultation with all parties.
3. Appointing a Chain Director to act as chain owner during the chain project.


	No adequate agreements between internal departments, which may have led to gaps in the chain (parts of the chain are not described or managed).
	Inadequate alignment between departments along the chain means that some parts are not being managed or do not have an owner.
	· Negative influence on impact analysis for changes.
· High rework costs.
· Longer lead times.
· Little or no available knowledge, which may lead to design faults.
The knowledge available for the end-to-end test is inadequate.
Problem owners cannot be pinpointed.
	1. Creating SLAs.
2. Creating a specific end-to-end test project SLA.
3. Using the end-to-end test case matrix to align the end-to-end test documentation and end-to-end test cases.
4. In case of doubt or demonstrable gaps, the Chain Director or E2E Test Director is authorised to force a decision from the relevant parties.

	Defects, such as design faults, become the stakes in political games. 
	It is not immediately clear which party has caused a chain defect and which party is responsible for solving the problem.
	· Without adequate proof, fingers point to other chain partners.
· Discussions on the cost of the modification.
· Project delays.
· Loss of functionality due to wrongful concessions.
	1. Ensuring a high knowledge level for the chain team.
2. Setting up problem management in consultation with all parties.
3. Authorising the Chain Director to force decisions on costs and modifications.
4. Ensuring that system owners and (sub-)chain owners participate in defect consultations.
5. Focusing all attention on the solution (not on who is guilty). 

6. Setting up RfC and rework procedures.

	There is no centralised management of the total chain.
	The chain is not being managed; operational affairs are handled by individual departments / for individual systems. There is no integrated knowledge of the business process; no mutual alignment, no cross-departmental consultation with regard to the chain.
	· Big risk of misunderstandings, leading to loss of support and unrest in the organisation.
· Not working in concert.
· Problems in the chain or project are detected/acknowledged too late.
	1. The Chain Director should set up a regular chain consultation during the chain project.
2. Creating an organisation chart with roles, tasks, responsibilities and rights and agree on these matters with the client and parties involved.
3. Working on ‘chain awareness’, e.g. by means of a kickoff and regular communication on progress and quality.

	Dependencies with test levels that need to be executed at an earlier stage.
	The end-to-end test will find more defects of a test level that has been executed at an inadequate quality level. The end-to-end test is delayed by a larger number of restarts and retests.
Delays in an earlier test level have an immediate impact on the start of the end-to-end test. End-to-end testing is located on the project’s critical path.
	· Delays in the end-to-end test.
· Frustration among chain partners.
· Higher costs.
· Project delays.
· Political hassle about the cost of solving the defects.
	1. Reaching good agreements with regard to the handover moments (exit and entry criteria).
2. Agreeing beforehand on actions if a building or test project is delayed, such as executing the end-to-end test in sub end-to-end tests.
3. Working with sub end-to-end tests.
4. Including additional test cycles in the planning.
5. Adjusting the building strategy; developing interfaces at an earlier stage in the planning so these can be tested at that point.

	The end-to-end test is used to compensate for the delays in other tests. The end-to-end test environment and test capacity are not used for the end-to-end test.
	The test time scheduled for the end-to-end test is lost on delayed test levels (ST/FAT). The claimed resources are not used for the end-to-end test, leaving too much test capacity on idle time.
	· Long resolution times.
· Multiple test cycles.
· Project delays.
· High costs.
· Higher risks because the end-to-end test is not executed (in full).
· The end-to-end test environment is not suitable for executing the test cases (such as performance and bulk tests).
	1. Not starting up the end-to-end test until all prior tests are completed (reviewing the planning, accepting delays).
2. Executing the end-to-end test in sub end-to-end tests (adapting the end-to-end test strategy).
3. Using entry and exit criteria.
4. Discussing test cases in advance and assessing their execution options in the end-to-end test environment. Executing rejected test cases in the T or A environment.

	Unscheduled sub-deliveries of systems in the chain, or sub-deliveries repeatedly necessitate a review of the end-to-end test cases.
Sub-deliveries cannot be scheduled in the end-to-end test work (e.g. lots of deliveries in the preparation and specification phase).
	In the case of longer chains (where this risk is greater), it leads to continuous modification of the end-to-end test cases.
More often than the lead time of the execution of the end-to-end test scenario, software deliveries lead to repeated modification of the end-to-end test scenario and restarts of the end-to-end test.
	· Frequent modification of the test cases.
· Changes are made in an unstructured manner.
· Project delays due to the continuous modifications and restarts.
· High costs.
· The quality of the end-to-end test is reduced.
· Higher risks when going live.
	1. Temporarily interrupting the specification of end-to-end test cases and rescheduling the end-to-end test.
2. Reducing the frequency of deliveries, e.g. from weekly to monthly.
3. Setting up change management.
4. Reviewing SLAs with the suppliers.
5. Aligning the planning or planning building and testing in an integrated manner.
6. More intensive end-to-end testing (more products, more variants, more end-to-end test cases).
7. Keeping a rework team on standby when going live.

	Project environment

	No integrated design.
	Inadequate consultation between designers increases the risk of design faults. 
	· Inadequate quality of the test basis, which may reduce the quality of the test.
· Large number of design faults that are detected (too) late into the project.
· Unstable end-to-end test environment, which means a longer start-up period.
· Increasing rework times.
	1. Setting up project QA.
2. Refining review procedures (official approval of designs).
3. Appointing a chain designer.
4. Including a business architect in the end-to-end test team.
5. Checking for design faults as early as the FAT by completing the end-to-end test case matrix.
6. Larger number of end-to-end test cases.
7. Enlarging the time estimate for end-to-end test preparation and execution.
8. Planning more retest cycles.
9. Rework times increase so extra slack must be incorporated into the end-to-end test scenario.

	No programme consultation. 

No portfolio or release management. Chain partners do not have a consultation structure for maintenance in the chain.
	Changes driven by various programmes hinder each other.
Parties and chain partners all have their 'own agenda’ and only perceive their own interests.
	· A large number of changing systems means that the project becomes unmanageable.
· Solution times increase.
· Unclear project result (strategic).
· Unrealistic planning.
· Project delays.
· The delivery reliability of the chain is low.
· Unavailability of the end-to-end test environments.
	1. Freezing sub-chains or generic systems, preferably by taking them live at an earlier stage.
2. Decision to go live in sub-chains or via a Big Bang.
3. Taking account of slack, complex setup and delays of other projects in the planning.
4. Aligning designs.
5. Taking account of multiple Should-be situations through parametrisation of systems that have been delivered on time.

	Multiple projects continuously deliver (possibly) operational iterations to the chain, with the entire chain not realising an operational flow until the end.
	The selected project approach (e.g. RUP) causes the end-to-end test to lag behind the facts (particularly in the preparation and specification phases). No stable test basis for the entire chain is realised. Moreover, the lead time of the end-to-end test is too long to fit the iteration cycles of the project.
	· The end-to-end test is not executed.
· High risks when going live.

	1. The project test teams deliver the test cases used directly to the end-to-end test team. 

2. The end-to-end test case matrix is managed by the project test teams for the process to which the project relates, with regard to the test cases that are reused in the end-to-end test.
3. Adequate time and capacity is provided for the end-to-end test well before going live.

	Chain project does not fit in with the release schedule.
	Alignment with the release schedule is complex due to dependencies. All components must be taken live simultaneously, but the means are lacking and the building & test period is too short to achieve this.
	· Project delays when the time slot is missed.
· Rework to realise the delta with the next release.
· Higher costs.

	1. More focus on releases in the work; using the next slot if you miss the first one.
2. Removing large projects that do not fit in with the release schedule from that schedule from the start and determining a strategy for eliminating the delta.

	More changes in other projects on the same systems.
	The dependencies make the chain project too complex. It is impossible to create a realistic scenario allowing the projects to go live simultaneously.
	· High costs.
· Political discussions.
· The quality of releases is threatened.
· Penalty in case of overdue delivery.
	1. Rearranging projects. Putting projects that both have an impact on certain systems under the same management, even if an external chain partner is involved.
2. Letting the Chain Director determine which projects are prioritised.
3. Mapping dependencies and implementing changes independently by parametrising all input and output and removing the parametrisation in a subsequent release.

	Demand and supply not set up correctly / model too rigid or implemented too rigidly.
Business and IT do not consult with each other.
	It is impossible to set up a multidisciplinary end-to-end test team because demand and supply are strictly separated. Business and IT do not share knowledge. No alignment of the test levels.
	· The end-to-end test is of lower quality due to a lack of knowledge.
· Higher risks when going live.
· The acceptance (test) requires more effort.
· Chain risks are estimated incorrectly (the wrong things are tested).
· End-to-end testing is duplicated (duplicate testing) because IT and business do not trust each other’s results.
· The end-to-end test strategy does not cover everything.
· The end-to-end test strategies of IT and business have overlaps and/or gaps.
	1. Appointing a Chain Director and/or E2E Test Director.
2. The Chain Director should set up a regular chain consultation during the chain project.
3. Working on ‘chain awareness’, e.g. by means of a kickoff and regular communication on progress and quality.
4. Ensuring a multidisciplinary end-to-end test team.
5. Letting business witness the end-to-end test execution.
6. Matching the end-to-end test strategies or merging them into one single end-to-end test strategy.


	Releases of projects of systems in the chain(s) yield non-testable end situations. 
	Development does not take the end-to-end test into account. The end situation cannot be tested.
	· High risks when going live.
· High costs.
· Project delays.
	1. Keep a red alert (rework) team on standby when going live.
2. Reviewing the release.

	Stakeholders have conflicting interests. Chain partners have differing visions of chain quality and/or the test policy. The chain partners do not plan to align their operations.
	The conflict of interests frustrates the chain project. The chain partners are not yet willing to align their operations. The project leadership invests a lot of energy in tuning and harmonising the policy. The focus shifts from the project aim to the problems relating to collaboration. The line management is heavily involved.
	· No agreement on the desired results of the end-to-end test.
· No shared vision of chain quality; the chain partners do their own tests and do not share knowledge.
· Chain risks remain undetected.
· The end-to-end test must comply with conflicting requirements.
· The end-to-end test requirements are not concrete.
· The end-to-end test is concrete, but the design plans and acceptance criteria are not.
· No progress.
	1. Setting up a Chain Director with adequate authority to manage the parties. 

2. The party with the biggest chain problem (or the highest risks) controls the project. The chain partners provide support.
3. Forcing Go/No Go decisions in the end-to-end test phasing.
4. Reducing chains (chain quality cannot be guaranteed without chain awareness).
5. Escalating to a level at which all chain partners can be managed, often the Executive or Management Board.
6. Executing sub end-to-end tests (for each chain partner), additional sub end-to-end tests and then testing the connections.

	Dependence on the collaboration of the chain partners turns the project into a political stake. It is nearly impossible to mitigate risks relating to project progress.
	If a chain partner does not cooperate, it immediately blocks the progress of the end-to-end test project.
	· Delays in the end-to-end test project.
· Interruption of the end-to-end test.
· Higher risks due to the lack of knowledge.
	1. Appointing an E2E Test Director or E2E Test Manager with authority to manage the parties.
2. Changing the scope; eliminating the party that does not collaborate from the end-to-end test.
3. Trying to force parties, which are indispensible in the end-to-end test but refuse to collaborate, to collaborate by escalating to the highest levels.
4. Taking as much time as possible to solve the problems with the chain partner(s) by executing the end-to-end test in sub end-to-end tests. In this case, the sub end-to-end tests may help keep the end-to-end test away from the critical path.
5. Asking chain partners that refuse to collaborate or do not perceive any risks in relation to the changes to sign for approval of any damage that may be caused by the non-functional chain.

	Changes are implemented in an uncontrolled manner.
	Changes implemented in part of the chain may affect other parts of the chain. The impact of such changes may not be well understood.
	· Higher risks when going live.
· End-to-end test cases remain subject to ad-hoc changes.
· Project delays.
· High costs due to continuous modification of the end-to-end test cases.
· Many retesting cycles.
	1. Appointing an E2E Test Director with sufficient authority to determine whether changes are implemented in the chain systems or not.
2. Setting up a change management process.
3. Letting the E2E Test Director and E2E Test Manager participate in the CAB and CCB.
4. Imposing stringent rules on administrators as to the implementation of changes.
5. Making chain partners accountable to the Chain Direction Bureau.

	No control of an interface; any interface can be changed at any time.
	The uncontrolled implementation of changes in interfaces or the communication layers represents a risk to chain functionality.
	· Systems are not aligned so interfaces cannot function well.
· Data is misinterpreted.
· Timers, sequentialities and alignment checks do not function correctly.
· High rework costs.
· Project delays.
· The end-to-end test starts up slowly because the end-to-end test environment becomes operational at a late stage.
	1. Appointing an E2E Test Director with sufficient authority to determine whether changes are implemented in the chain systems or not.
2. Setting up a change management process.
3. Letting the E2E Test Director and E2E Test Manager participate in the CAB and CCB.
4. Imposing stringent rules on administrators as to the implementation of changes.
5. Making chain partners accountable to the Chain Direction Bureau.

	Delivery/installation of new version/intermediate releases without consultation.
	No agreement on deliveries and intermediate releases. The end-to-end test environment is changed without prior notification.
SLAs or other vendor contracts not created with the chain in mind (the dependencies of the system and the chain) may also cause this.
	· Test results do not coincide with the predicted results.
· Search times increase significantly.
· Large flow of defects, largely interpreted as such without reason.
· Project delays.
· Many retesting cycles.
· High costs.
	1. Appointing a portfolio or release manager for the entire chain.
2. Setting up a Chain Direction Bureau.
3. Appointing an E2E Test Director with sufficient authority to determine whether software deliveries are accepted in the chain systems or not.
4. Setting up a change management process.
5. Imposing stringent rules on administrators as to the implementation of releases.
6. Making chain partners accountable to the Chain Direction Bureau.

	The chain partners are not used to collaborating at this level. There is no consultation structure. The collaboration has always been based on ad hoc requests. Goodwill is not (no longer) sufficient to ensure collaboration between the partners. Setting up a chain project organisation involves a lot of quibbling about mandate, management, tasks, etc.
	The lack of collaboration in the chain frustrates the end-to-end test project. As long as the chain partners cannot accommodate each other in a certain organisation (such as a chain direction bureau), no progress can be made.
External parties (suppliers, chain partners) do not have access to the knowledge owners and problem solvers.
Parties turn away from the project organisation (‘this is not my problem’).
Cost settlement becomes impossible.
	· High costs.
· High risks when going live.
· Faults that occur also have an impact on critical business processes.
· Organisations that participate in the chain incur serious (reputational) damage.
· Chain partners are no longer able to collaborate.
· Elimination of chain collaboration.
· It is impossible to execute an end-to-end test.
· The chain project rumbles on since the leadership is afraid to take responsibility to cancel the project.
· The project delivers very low quality or is cancelled at some point after high costs have been incurred.
	1. Starting up with a different, simpler form of collaboration. Subsequently expanding the collaboration step by step.
2. Setting up a Chain Direction Bureau.
3. Appointing an E2E Test Director and E2E Test Manager.
4. Organising extended sessions with the chain partners on chain quality, working on chain awareness (we are all responsible for the chain).
5. Organising in-depth chain risk analyses (with CICs) in small, manageable sessions. Sharing the results of each session with all chain partners.
6. First reaching a consensus on the chain risks before starting preparations for an end-to-end test.
7. If no decision on the mandate and authorisations has been reached after the chain risk analysis is complete, the parties with the highest chain risks are the drivers in the end-to-end test project.
8. Setting up the end-to-end test organisation in the course of the preparations.
9. Laying down tasks, mandates, roles, authorisations etc in the IETP and asking all chain partners to approve this (via the Go/No Go decision).

	The supplier of a chain component waits with reporting a problem, hoping that another supplier will report problems or delays.
	The end-to-end test becomes the stake in a political game. Parties/chain partners are unwilling to be the first to report problems and wait until other parties report delays or problems. The domino effect gives them time and space to solve their own problems.
	· Only in the Execution phase does it become clear that the end-to-end test cannot be initiated.
· Project delays.
	1. The Chain Director must request project reports. Immediately reporting delays and problems that threaten to occur.
2. Keeping communication going, emphasising that the joint (chain) interests are the only aim.

	Test environment

	The end-to-end test environment is not available on an exclusive basis or, due to delays in other projects, not available on time (end-to-end tests experience delays on a regular basis).
	If exclusivity of the end-to-end test environment is mandatory, dependencies occur with the other projects that use the environment for testing.
Dependencies with other projects that use the same end-to-end test environment result in postponing the end-to-end test.
	· Delays of the end-to-end test.
· Project delays.
· Higher costs due to idle time of the end-to-end test experts.
· The design of workarounds results in new risks.
	1. Striving for exclusivity, exclusive use of the environment.
2. Appointing a TIC (Test Infrastructure Coordinator) immediately when sending in the request.
3. Asking all system owners to review the planning.
4. Setting up a chain consultation involving all projects that need to test simultaneously on the same end-to-end test environment. This will allow for quicker action if a possible delay is reported.

	Aspects of the chain that cross the boundaries of the organisation turn building and setting up an end-to-end test environment into a complex and costly activity. The chain partners have diverging ideas about an end-to-end test environment.
It is impossible to reach an agreement concerning management.
There is no owner of the end-to-end test environment.
	Realising the end-to-end test environment is a complex and costly matter.
Collecting requirements and acceptance criteria for the end-to-end test environment demands a lot of time.
Specifications do not match. Obtaining the right authorisations is a time-consuming activity. External parties are not given access to specific parts of the end-to-end test environment.
	· Stagnation of the end-to-end test project due to lack of an end-to-end test environment.
· Difficult intake of the end-to-end test environment.
· Project delays.
· Many workarounds cause unknown risks.
· Limiting measures complicate the end-to-end test to such an extent that the test results are unreliable.
· Unstable end-to-end test environment.
	1. Creating the infrastructure design document at an early stage.
2. Asking chain partners to approve the requirements and acceptance criteria.
3. Forcing a Go/No Go decision for the infrastructure design document.
4. Appointing one or several Test Infrastructure Coordinators.
5. Making chain partners aware of the fact that a good end-to-end test environment is a critical success factor for the project.
6. Temporarily assigning the management and ownership of the end-to-end test environment to the E2E Test Director or E2E Test Manager.

	Technical and/or financial obstacles mean that the end-to-end test environment cannot be representative. The costs of measures, such as acquiring tools and building stubs, are high.
	The test environment may lack certain components, or in more generic terms, be insufficiently representative of the production situation. Testing in production may be necessary and introduce disrupting, failure-causing and blocking faults in the production environment.
Working with test files increases the risks.
	· Inadequate test coverage.
· High costs.
· Project delays.
· Falling back to the production environment, which involves high costs and risks.
· Management more costly after going live.
· More and higher risks because the measures reduce the representativeness of the end-to-end test environment.
· Changes of the source systems are not detected due to the use of stubs and/or test files.
	1. Creating special keys (e.g. account numbers, phone numbers, relation numbers) for the test objects and results.
2. Building stubs.
3. Replacing source systems with test files.
4. Additional support for incidents when the chain is taken live.
5. Testing in the production environment, necessitating extreme alertness when clearing test results. Cf. section 10.1.2 in the book End-to-End Testing with TMap®. This measure involves extremely high costs.

	SLAs inadequate for/not tailored to the special requirements of an end-to-end test.
	The special chain projects and end-to-end test projects were not taken into account when the SLA was created. Joint end-to-end testing and knowledge sharing, collaboration, chain consultation, and also sharing technical and functional documentation: these aspects need to be organised for each individual end-to-end test. Interfaces are difficult, test data and results remain within people’s own organisation.
Changes in the end-to-end test environment are expensive because these are additional activities executed at different rates.
	· End-to-end test environments are made available at a late stage.
· End-to-end test environments do not comply with the specifications.
· The quality of the specifications is inadequate.
· Parties do not collaborate in the end-to-end test and hide behind the SLA arrangements.
· Higher costs because the missing knowledge frustrates the building and setup of the end-to-end test environment.
· Knowledge repositories are not available.
· Long rework times.
· Slow response to incidents and queries.
· Best effort activities are difficult or impossible to include in a planning and estimate.
· The quality of the end-to-end test is reduced.
· Higher risks.
	1. Setting up a Chain Direction Bureau.
2. Appointing an E2E Test Director and E2E Test Manager.
3. Setting up a regular chain consultation.
4. Working on chain awareness (we are jointly responsible for chain quality).
5. Creating an infrastructure design document, forcing all chain partners and participants in the end-to-end test to approve it. Continuing escalation until it becomes clear which parties will participate in the end-to-end test.
6. Asking non-participants to sign for approval of the chain risks incurred by their own systems and processes when the change is taken live.
7. Building stubs, using test files for the systems for which blocking factors have been established.
8. Doing a more thorough intake of the end-to-end test environment.
9. Making additional arrangements and incorporating them into the SLA.
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